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Screenshots

The UX design of ADITO is continuously
optimized for you. There may therefore be
deviations in the screenshots.
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Employee administration Roles & permission administration

= Adding employees = Role-dependent possibilities

» Assigning roles = Overview of roles

» Password » Role-dependent menu structure

= Employee Attributes = Adding roles

» Calendar permission = "Passing on" roles

= User Tokens » Configuring permission for Entitys, Fields and
Actions

= Deleting roles

» Deactivating permissions

Click on the ADITO A in
this document to return
to the agenda.







Employee ‘\ ADITO

An employee is a user of the CRM system.

The Context "Employee" consists of administration functions:
= Adding an employee

= Password assignment

= Role assignment

= Attributes/documents

= (Calendar permission 4 \‘ :

= User Token
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Overview - FilterView

S - i ) i = 5 Filter Condition reset X
i SR If this filter is observed, the - R — N
B Hteng administrators will be notified, e 1 mr— .
Active ¢ when they add new employees. =  pre——

Yes Reiter Management Ireiter@meinefirma.adito.de e
Service / Field staff snagel@meinefirma.adito.de
+ Add filter condition
hetorbecly e Heiko Distribution / Office staff hstorbeck@meinefirma.adito.de
L k f h . h 7 Open extended filter conditions
@ O O O r t e n a m e | n t e IT tadmin@meinefirma.adito.de
H ne; n
fl S | d Fl Ite Ir cCo nte nt. . Distribution / Field staff cpabst@meinefirma.adito.de g Saved filters “
bleicht Yes Birgit Leicht Distribution bleicht@meinefirma.adito.de s m
2 Last filters
mmustermann Yes Max Mustermann Management mmustermann@meinefirma.adito.de _? -
o  <Alle>
@ sommer Yes Lisa Sommer Marketing Isommer@meinefirma.adito.de W _pussendienst
FM fmudiller Yes Franz Miiller Marketing fmller@meinefirma.adito.de =Innendienst
=Service

SPY sdehler Yes Silke Dehler Service / Field staff sdehler@meinefirma.adito.de
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Adding employee person { person y
Active ()
Requirement: e e
The employeeis ostname ST
added as Contact in Username » | Username
CRM. o o The entire phone number has to be
This is necessary, since o e added. The country code will be added
the data within the e eparment automatically, based on the country of
contact will be used collcontex collcontext the registered administrator. This can
for, e.g. placeholders Description Description also be entered manually.
in emails, letters, serial password » | assword
mails, etc. Confrm password | Confirm password
Role
+ Role v
Attribute
+ Attribute v Value -

I A
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Connection to telephone system Connection to Exchange

Telephone: Phone number of telephone system Employee email address will be used for the
connection to the calendar. If this changes, the
calendar ID will also change, i.e. the assigned calendar

changes.
Example: Example:
An employee leaves the company and the phone Employee changes their name.
AR CRE e LI 1. Context Contact: Change name and contact
1. The former user will be set as inactive. email address.
2.  The new active user receives the extension of the 2. Context Employee: Change user name and
previous user. Employee email address.

3. User has to sign in again.

o Ultimately, the individually customized project must always be considered here.

R A



Employee
Tab "Roles"

= Every employee has the role
"EVERYONE", this will not be
shown in the overview.

= The additional assigned roles
will be displayed in the tab
"Roles".

‘\ ADITO

@ § < Roles Attributes Permission User tokens

Peter Pfiffig i
ppfifiig Roles: 1
; Role % =
Marketing
Details & -
Active Yes
Department Marketing
Ema ppfifig@mei
Person Herr Peter P H
This employee has

= invisible % the role "EVERYONE" and
visible ® the roles "Marketing".
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Tab "Roles"

i

= Additional roles can be added in i If a role has a subordinate role,

order to assign further roles to this can displayed in the preview.
the employee.

Peter Pfiffig
= Roles can be deleted in order to PPffig Roles: 2
remove them. ; : Role = =
. i N Marketing

= The roles are connected with OR. petails , $ - o

Active es Marketingleitung

Department Marketing

Ema ppfifig@meinefimaadito.de

Person Herr Peter Pfiffig @

After changing the role assignement, the Client must
be restarted, or the employee must login again.

R A



Employee

Defining password guidelines in ADITO Designer

Navigator

PREFERENCES PROJECT X
v [ System

Editor Source Histaory

Security

v [ Modules

Database

Calendar

Email

Indexsearch

InstantMessaaging

ustom

_ PREFERENCES_PROJECT
_ CONFIGURATION

W Security
v Password

securityPasswordRequiresLetter

U
U
U
U
u
v‘C
U
E

securilyPasswordRequiresLetter
Specifies whether the password must contain letters.

‘\ ADITO




o Creating a new

Employee | password

Set password as administrator . . .

= When creating a new employee

- Reset Password ¢ I Password
. Confirm password ® 1 Confirm password
A random password is set for employees
who are newly created via the AD process. ‘ -
The administrator must then manually
set a new password for the users. a $
Peter Pfiffig
ppfiffig
w &
@ Observe dataset
Details = Set password I
Active Y —
S d {} Openjadmln view
Department Marketing
Email ppfifig@meinefirma.adito.de

I A



Employee | password A ~oiro

Change password as employee

Peter Pfiffig
ppfifig@meinefirma.adito.de

Observations

Help [® Logout

A B A aQ x

Password

Current password Current password
New password New password
Repeat password Repeat password

R A



Employee

Tab "Attributes"

‘\ ADITO

Peter Pfiffig
ppfiffig
Details -
Active Yes
Person Herr Peter Pfifiig @
Department Marketing
Emai ppfifig@meinefirma.adito.de

Roles Attributes

Attribute %

« Signature
Writes for

w Employees

Annual holidays

User tokens Logs Attribute * | Attribute
Title % =
Assessment

+» Employee account

Value =
Holiday
Employees
Tim Admin
« Signature
Writes for
24.00 <

Ultimately, the individually customized project must always be considered here.

R A
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Calendar permission - Tab "Permission"

= a ® 2" a % + @ n»
3 £ < Roles Attributes Documents Permission User tokens Logs
Peter Pfiffig Permission received 10
ppﬁﬁ'\g eceive new User Perm > er =
S  Pcter Pfiffig can view the calendar entries of his o] Zr (=

s : colleagues and departments. My Permissions: 6
Peter Pfiffig has been granted the permission. =

Permission Dealer %

Details & a
A Yes @ Service .
Herr Peter Pfiffig ® » These colleagues/departments can view the
Marketing @ Maetg calendar of Peter Pfiffig.
ppfifig@meinefirma.adito.de @ Distribution These coIIeagues/departments have been
> @ rocuctin granted the permission from Peter Pfiffig.
IT . . .
@ After changing the permission, the Client
@ venagement Department must be restarted, or the employee must
granted permission IOgin again.
Permission procurer % permission procurel |n general the |nd|V|duaIIy Customized
@ User project and the synchronisation to Outlook

has to be considered.

@ bleicht User




Calendar permission A ~oiro

& < > 0» today  User selection May 8 -12, 2023 day week month
w19 Mon 5/8 Tue 5/9 Wed 5/10 Thu5/M Fri5/12

o Peter Pfiffig views the calendar entries of these
colleagues and departments.

7am Peter Pfiffig has been granted permission.

8am User selection X 8:00-10:30

Projektcontrollin

Select the calendar users whose entries should be displayed in the calendar
9am
9:30 - 10:00 - .
10am 10:00 - 11:3
Workshog Select user v
Nam LTy 11:00 - 12:00
Status Quo

12pm i

Tpm

1:00 - 2:30
Anfahrt Berlin 130 - 2:30
2pm - -- 2:00 - 3:0¢ -Follaw-Up intern- 2:00 - 4:00
Bestandsk  2.30 - 4:00 - Uberarbeitung Al
3pm Présentation vor

3:00 - 4:00




Employee

User Tokens

— - 13
= @& B »r QA K F @ TA
s £ < Roles Attributes Documents Permission User tokens Logs
Peter Pfiffig o2 Filter
ppfiffig User tokens: 1
& Valid Valid from Validto = Group + Token = =
Detail &/ Jul9, 2024, 9:31 AM Aug 8, 2024, 9:31 AM #rememberme c9d161df-0c05-49ef-8343-1a9940%ea5ca
etails & a
Active Yes
Person Herr Peter Pfifig @ Overview of Tokens of a user.
Department Marketing

| o N = Remain signed in
Emai i adito. . . o . . o
- prig@menenmasdiode Are created as soon as user signs in with "remained signed in".

Are deleted, as soon as user signs out.

= Login Token
Are created by the admin with new creation. Access through Token is no longer
possible, if invalid or timeframe expired. Access Web-Client through Token:
https://localhost:8443/client/?tokenld=
Functionality has to be activated in Client Configurations.

R A



Employee ‘\ ADITO

Tab "Logs"

= a B 2 aQ %

a £ < Roles Attributes Documents Permission User tokens Logs
Peter Pfiffig O Search for new Entries
ppfifiig
& : Jul 9, 2024, 9:35:02 AM ® Admin
Role: "Online Editor" added.
Details § - 18,2024, 93457 AM gy Admin
Active ves Role: "Online Editor" added.
Person Herr Peter Pfifig @
b . . Marketi Jul 9, 2024, 9:34:53 AM ® Admin
epartmen arketing
Role: "Online Editor" added.
Email ppfifig@meinefirma.adito.de
Jul 9, 2024, 8:16:44 AM @ Admin .
> e Changes in the roles are logged.

This shows which admin assigned
or deleted which role and when.
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Set to inactive

» Administrator sets the indicator "Active" to
inactive in the employee data record.

» The employee receives the message
"LoginFailed: Account expired" the next
time they try to signin




Roles & ¢ '
Permissions "




Role-dependent possibilites in ADITO A ~rpmo

What can be mapped with roles?

The structure of the Global Permissions can be mapped depending
Menu can be mapped on the role. l.e. the display of Entitys,
depending on the role. fields or buttons, as well as the editing,

etc. of data records.

Role




"Overview" of Roles

Context "Roles" - FilterView

Name 4 Title & Type & Amount #
}, cusTOM_Creates Mailings cusTom 1User
3, CUSTOM_Event Management Event CUSTOM 1User
2, cusTOM_Online Editor Online Editor cusToM 1User
J, CUSTOM_Process_Check_Company_Status Company_Status CusTOM 0 User
2, INTERNAL_ADMINISTRATOR administrator INTERNAL 2 User
3, INTERNAL_CANARY Canary User INTERNAL O User
& INTERNAL_EVERYONE Everyone INTERNAL 26 User
3 INTERNAL_FEEDBACK Feedback Uses INTERNAL 0 User
2, INTERNAL_WHATSNEW_ADMIN dministrator INTERNAL O User
3, FROJECT_DSGVO DSGVO PROJECT 2 User
& PROJECT_FieldStaff Field staff PROJECT 7 User
},  FROJECT_HumanResources Human Resources PROJECT 3 User
2, PROJECT_Inspectort Sales manage PROJECT 5 User
& PROJECT _Inspector2 executives PROJECT 3 User
}, PROJECT_Marketing Marketing PROJECT 6 User
3, FROJECT_ObservationAdmin PROJECT 0 User
3, PROJECT_Officestaff PROJECT 7 User
8. PROJECT_ProiectManagement Project Management PROJECT S User

Description %

Roles: 21

isassignable =

‘\ ADITO

In the FilterView you receive an overview over
all roles, which are available in the system and
can be assigned to the employees.

With the "Create new" button you create new
roles of the type CUSTOM.

Delete roles of the type CUSTOM.

Open the main view of a role to configure the
permissions.

Further information to the type.

Further information to the tag "Can be
assigned", for the configuration of role groups.

B A
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CUSTOM_Roles o
= Are created in the ADITO Web-Client. f

INTERNAL_Roles
=  Are supplied by the ADITO core.
= INTERNAL_EVERYONE, INTERNAL_ADMINISTRATOR

=  Can be used for the structuring of the menu.

PROJECT_Roles j

Roles = Are created in the ADITO Designer.

* Can be used for the structuring of the menu.

The authorization configuration for all
role types takes place in the Web Client.

A



Roles in the xRM

Roles that are available with the xRM: Type "Internal”

Roles: 20
Name & Title & Type ¢ Amount & Description & =
3, INTERNAL_ADMINISTRATOR  administrator INTERNAL 2 User
&, INTERNAL_CANARY Canary User INTERNAL 0 User
2, INTERNAL_EVERYONE Everyone INTERNAL 24 User
&, INTERNAL_FEEDBACK Feed INTERNAL 0 User
&, INTERNAL_WHATSNEW_ADMIN Whats new Administrator INTERNAL O User
3, PROJECT_DSGVO Data privacy agent PROJECT 2 User
3, PROJECT_Fieldstaft Field staff PROJECT 7 User
&, PROJECT_HumanResources Human Resources PROJECT 3 User
2, PROJECT_Inspectort PROJECT 5 Use
2, PROJECT_Inspector2 executives PROJECT 3 User
2, PROJECT_Manager Manager-Admin PROJECT 1User
2, PROJECT_Marketing Marketing PROJECT 6 User
2, PROJECT_Observationadmin  Observationadmin PROJECT 0 User
2, PROJECT_Officestaft Office staff PROJECT 7 User
2, PROJECT_OUTLOOK_ADDIN  Outlook Addin PROJECT 1User Role that is used for users of the outlook add in. T
3, PROJECT_ProjectManagement  Project Management PROJECT 5 User
3, PROJECT_serviceAdmin Service-Admin PROJECT 2 User
3, PROJECT_serviceAgent Serviceagent PROJECT 8 User <
2, PROJECT_Workflow Workflow management  PROJECT O User

|
ul
L .
”

‘\ ADITO

Roles of the type INTERNAL are set by ADITO and cannot be
changed. They are used to map various basic rights/functions in
the system.

INTERNAL_EVERYONE: Roles that every user has in general
(these are not shown in the tab "Roles" in the employee data
record).

INTERNAL_ADMINISTRATOR: Role with permission to access
Entitys of Roles & Permission, Manager, sensitive attributes
and the activity

INTERNAL_CANARY: Role to test a new ADITO version, which is presented in a
specific Canary area.

INTERNAL_FEEDBACK, INTERNAL_WHATSNEW_ADMIN: (optional) Roles for the
authorization of corresponding Contexts, if these are integrated in the system.



Roles in the xRM A roimo

Roles that are available with the xRM: Type "Project”

o The roles "Field staff", "Human Resources", "executives" etc. are
«=»  t0 be considered as examples and are partly assigned to different

& :\:T'::N:L ADMINISTRATOR T:Ie :'(' tor T:TP:RN:AL ::‘Oum o ) menu groups in the DeSigner‘

& INTERNAL_CANARY Canary User INTERNAL 0 User . n . n . . . .

o o Regarding the roles of the type "Project”, ultimately, the individual
Py ——— implementation in the project must always be considered.

& INTERNAL_WHATSNEW_ADMIN Wha dministrator INTERNAL O User . I . 17} .
PR Users with the role of “Data privacy agent” can manage deletion

8 RO ar indicators and define data protection-related attributes in the

& PROECT Humarsouces  Humen fesouces  PROECT 3 user “Data protection administration” Context.

& PROJECT _Inspector! PROJECT 5 User

: Users with the role "ObservationAdmin" can set Observations for
PR—— others and activate email notifications for them.

& PROJECT_ObservationAdmin ObservationAdmin PROJECT 0 User

& moccomesan  oncesr To use the Outlook add-in, users need the “Outlook Addin” role,

i PROJECT_OUTLOOK_ADDIN oum.nkj.dd-w PROJECT 1User Role that is used for users of the outlook add in. T together Wlth the ul NTE RNAL_WebserVIce" role'

& PROJECT_ServiceAdmin Service-Admin PROJECT 2 User . . . . . .
. Role that is assigned to the Contexts of the Service Administration
2

7 o Role in relation to access to the Workflow Modeler
‘\



Roles in the xRM A roimo

Roles that are available with the xRM: PORJECT_Manager

> I semimomime  vomiimonats  erplowes L The authorizations for the “Manager” menu
- group are mapped in the PROJECT_Manager role.

2% Filter
5 . .
e s This role must be assigned to the users who
< omsbme ey o @ @ @ @ @ are to have access to the manager.
< DatabaseDetails_entity PROJECT_Manager [ ] [ ] [ ] [ ] 9
¢ vy moavens © ® ® @ ® In the xXRM demo data, Tim Admin was assigned
< ey o @ @ @ 0 @ this role, so he can see the menu group.
£ & process_entiy PROJECT_Manager e e o o o
;; > < ProcessExecution_entity PROJECT_Manager [ ] [ ] [ ] [ ] ®
§ < ProcessHistory_entity PROJECT_Manager e o ® o ® oo Manager
= & Processinterval_entity PROJECT_Manager ® © o o ® Session, Server, Process, Process history, Database, Peer
< Server_entity PROJECT_Manager [ ] [ ] [ ] [ ] ®
< ServerDrainMode_entity PROJECT_Manager ® ©o ® o ®
< ServerService_entity PROJECT_Manager [ ] [ ] [ ] [ ] [ ]
< ServerStatistics_entity PROJECT_Manager e O ® o [ ]
< ServervMProperties_entity  PROJECT_Manager ® ©o ® o ®
< Session_entity PROJECT_Manager [ ] [ ] [ ] [ ] [ ] <
< SessionMessage_entity PROJECT_Manager [ ] [ ] [ ] [ ] ®

|
<
L .
”



Roles in the xRM A roimo

Special role of administrator: Pre-defined basic setting for permissions

The administrator (INTERNAL_Administrator) has the
permission to the Permission Entitys in the Client.
Those are:

> Permission Overview Permission Details Employees Logs

oF Filter

7 * Roles & Permission (Access to the Contexts through

Entity + Role & View Create Read Update = the Global Menu)
< Activity_entity NTERNAL_ADMINISTRATOR ® @ C O O . . . . . . .
_ ) = Permission overview & Permission Detail (Tabs in the

< AttributeSensitive_entity NTERNAL_ADMINISTRATOR [ B B B ] [ ] | & P . |

< AttributeSensitiveRelation_entity NTERNAL_ADMINISTRATOR [ BN B B ] [ ] ConteXtS RO €s ermISSIOn)

€ permissionDerai_entity ERNALAOUNSTATOR @) @ @ @ @ This ensures that only the administrator has access to it
5 € pemissonmetaData_entiy wENALOMNSTRATOR @) @ @ @ @ in the project and can assign permissions accordingly.
,’g by < PermissionOverview_entity NTERNAL_ADMINISTRATOR [ B B B ] [ ]
% < Role_entity NTERNAL_ADMINISTRATOR [ B B B ] [ ]

ATTENTION: As an administrator, you must make sure that you do not remove the “usePermission”
property from the permission entities, as otherwise all users would be authorized to do so.

R A



Roles in the xRM A roimo

Special role of administrator: Pre-defined permissions with regard to sensitive attributes

The administrator (INTERNAL_Administrator) has
permission to access the Entitys in order to record
 Fler sensitive attributes in the Client. These are:

> Permission Overview Permission Details Employees Logs

= The table "sensitive Attributes" (Tab "Attributes" in

Entity 4 Role % View Create Read Update =
< Activity_entity NTERNAL_ADMINISTRATOR e ® OO O Compa ny)
PR —— T o 6 & 6 AttributeSensitiveRelation_entity)
S Awbaeserdtveneltoneny  WEwaowwr @ 0 0 @ @ = The dropdown for sensitive attributes (Attribute for
R e P O ) L) ) sensitive attributes) (AttributeSensitive_entity)
s < PermissionMetaData_entity NTERNAL_ADMINISTRATOR o ® o o [ ]
é N <& PermissionOverview_entity NTERNAL_ADMINISTRATOR o e 00 o This defines in the prOJeCt that first the admin has
g <€ oleeny wENALLOMNSTRATR @) @ @ @ @ access to it and can, if necessary, create and permit

further roles for sensitive attributes.

B A



Roles in the xRM A roimo

Special role of administrator: Pre-defined permissions with regard to activities

The administrator (INTERNAL_Administrator) has
> Permission Overview Permission Details Employees Logs permission to the ACtiVity-Entity, in Order tO edit Or
—_— delete Activities in the category "System".

; These activities are created by the System and cannot
entiy 3 Role ¢ View Create Read Update I be edited by somebody with the role "EVERYONE"

€ aciviyeniy wenasounsa: @ @ O O O | (INTERNAL_Everyone). This is set in the permissions of
< Attributesensitive_entity NTERNAL_ADMINISTRATOR o ®© o0 o both roles as a condition of the nghts
< AttributeSensitiveRelation_entity NTERNAL_ADMINISTRATOR o & o ¢ o
< PermissionDetail_entity NTERNAL_ADMINISTRATOR o ¢ o ¢ [ ]
] < PermissionMetaData_entity NTERNAL_ADMINISTRATOR o & o ¢ [ ] N o ) ) )
© Permission Overview Permission Details Employees Logs
E) < PermissionOverview_entity NTERNAL_ADMINISTRATOR o @ o ¢ [ ]
£
] < Role_entity NTERNAL_ADMINISTRATOR [ BN BN BN ] [ ] $= Filter
1
g
o Entity + Role + View Create Read Update = =
Al
1]
& < Activity_entity NTERNAL_EVERYONE o @ ¢ O O

N A



Structure of the Global Menu

4 S, DO

po
o=

Contact Management

Contact, Company, Activity, Task, Contact synchronisation

Sales
Sales Dashboard, Planning, Opportunity, Offer, Receipt, Dunning History, Contract, Product package, Product, Prices, Conversion Rates, Advertising material,
Sales forecast

Collaboration

Project, Projectticket, ProjectType, ProjectticketType, Projectticket Attribute

External Work

Operation Recommendation, Expense Report, Resource, Operation, Resource planning, Operation Task, Operation Task Template

Marketing
Marketing Dashboard, Marketing_Campaign Planning, Campaign, Event, Bulk Mail, Serial Letter, Mosaico, Questionnaire, Weblink, Webtracking, Interest, Email Filter,

Webfile, Document Template

Service

Team leader dashboard, Service Dashboard, Service ticket

Service Administration

Inboxes, Inbox filter group, Service ticket template, Escalation, Employee Group, Employee group rule group

Knowledge Management

Knowledge category, Knowledge

Manager

Session, Server, Process, Process history, Database, Peer

Administration

Attribute, Keyword Category, Keyword Entry, Keyword Attribute, Relation Type, Classification, Target acquisition, Salutation, Duplicate Configuration, Export Template,
Import Template, Workfiow Definition, District definition, Checklists, Contact synchronisation dashboard, Topic Tree, Currency, Signature Templates,

Expense administration, Dunning Level, GDPR Configuration

User Administration

Employee, Roles, Permission

\ ADITO

Example: Division/Grouping of all

possible Contexts in the Global Menu

What does EVERYONE have to
view?

What does only the
Administrator need?

What is required within the
departments?

What is required for special
processes?




Structure of the Global Menu A ~oito

Example

Employee has the role EVERYONE.

‘: Contact Management
Contact, Company, Activity, Task, Contact synchronisation

“ Collaboration

These menu groups are assigned to
the role EVERYONE in the ADITO xRM.

Project, Projectticket, ProjectType, PrajectticketType, Projectticket Attribute

External Work
%  Operation Recommendation, Expense Report, Resource, Operation, Resource planning, Operation Task,
Operation Task Template

q Knowledge Management
Knowledge category, Knowledge

Contact Management

Contact, Company, Activity, Task, Contact synchronisation

Employee has the roles EVERYONE and Marketing.

® Collaboration
Project, Projectticket, ProjectType, ProjectticketType, Projectticket Attribute

External Work

= Operation Recommendation, Expense Repart, Resource, Operation, Resource planning, Operation Task,

The menu group "Marketing" and its
Contexts in ADITO xRM are assigned to the
role Marketing.

Operation Task Template

Marketing
{f}  Marketing Dashboard, Campaign, Event, Bulk Mail, Serial Letter, Mosaico, Questionnaire, Weblink, Webtracking,
Interest, Email Filter, Webfile, Document Template

P Knowledge Management
Knowledge category, Knowledge




Structure of the Global Menu A roiro

Procedure

In the application model, you define the menu structure of the global menu that a user sees based
on their roles. You can use roles of the type INTERNAL or PROJECT for this.

The roles are assigned to the menu groups. A menu group can also contain only individual contexts
(see next slide).

The general procedure for creating and assigning roles in the Designer
can be found in the Customizing Manual.

However, it is also possible to use only the “Everyone” role in the application model and assign it to
all menu groups. This allows you to customize the global menu structure using the CUSTOM roles
in the authorization management in the web client.

R A



Structure of the Global Menu A roiro

Roles can be assigned to menu groups using Drag&Drop

SYSTEM_APPLICATION_NEON X Navigator X B
Editor Source History . NeonContext
B INTERNAL_ADMINISTRATOR B INTERNAL_CANARY B INTERNAL_DASHBOARDSTOREADMIN B (O neonbasnoarg
Contact Management o B INTERNAL_DESIGNER B INTERNAL_EVERYONE B INTERNAL_FEEDBACK B & Roe
[Contactmanagement] —
_ B INTERNAL_GROUPWARE B INTERNAL_SNWP B INTERNAL_TECHNICAL B @ process
o N » - - - Executables Only
14 Contact B INTERNAL_WEBSERVICE B INTERNAL_WHATSNEW_ADMIN [] PROJECT_DSGVO
Report
B company [l PROJECT_FieldStaff [[] PROJECT_HumanResources [[] PROJECT_Inspector1 epe
[ Activity [[] PROJECT Inspector2 [[] PROJECT_Marketing [l PROJECT_ObsenationAdmin
=invalid= TopicTre...
o= ok [l PROJECT_Officestaft [ PROJECT_ProjectManagement [l PROJECT_SenviceAdmin
Q. Search Synchr... [ PROJECT_SeniceAgent [ PROJECT_Workilow
Sales [
Ol | i =
5= sales Dashbo... WL Field staf ‘:‘
3] Planning D, Office staff (%)
m Sales Project
. .
R The assignement of roles in
Receipt
B contract SYSTEM_APPLICATION does not
ProductPacka... ° °
e represent a real permission.

3] Productprice

34 A




PROJ ECT_Roles ‘\ ADITO

You can create this type in the designer within the project, and it is thus also saved in the Git project. These roles
can be assigned to the respective menu groups (contact management, sales, marketing, etc.) in the application
model in the designer and used to define the menu structure. In addition, it would be possible to use them in the
JDito code if necessary.

language

. Adding them in the ADITO Designer oyt Assigning children roles

O
O
O
O
O
il

PROJECT_Field Staff - Properties

v
title Field staff
type role

€ ¥V ¥V ¥V ¥V ¥V ¥V ¥V VY Y Y Y Y W

[

Bd Create New Model

Project: dev-rub-c2-adito-cloud

History
Git

Refresh Folder
Type: | [l role

Name: children
v Modularization

Cancel



What can roles represent? A ~oiro

Roles can...

= Represent personas, which present the roles of the employees (Role groups¥).
= Represent processes, which Personas can perform (Role groups¥).

= Represent functions and filter, which are required for the performance of these processes.

*Why are we talking about role groups?

Personas and process roles are also referred to as role groups because their permissions are not
directly linked, but they only receive their rights through a group of child roles. However, it is also
possible to group the function or filter roles in the persona role without using process roles.

e A



What can roles represent? A ~oiro

Personas in Organizational charts, e.g. Sales department

2

Total Management

— | |
Head of Office staff Head of Field staff Key Account Management

( 1 | |
: 2 2 2

A
Office staff Intern Field st‘aff

R A



What can roles represent? A ~oiro

Processes (workflows), which are carried out by Personas
| &

Examples: Total Management
- Process Company Status Review }

: A v
- Process Vacation approval { Head of W { Head of Field
- Process Sales evaluation Office staff staff
- Process Sales planning }
] i A A A

Process Offer Review Office staff Interr‘1 Field staff

- Process Product creation

The process roles are passed onto
o those Peronas that should carry out & &
i A A
the respective process. Process Company Process Offer
Status Review Review

N A



What can roles represent? — 10w ml!”gm —

Functions and Filter & &/

{ Head of —‘ { Head of Field

Example; Office staff staff

- Filter: view all companies

- Filter: view all companies from my region & & &

- Function Add companies Office staff Intern Field staff

- Function Edit companies \

- Function Deleting companies

- Function view status & &
Process Company Process ...

- Function Edit status Status Review

o The fgnction or filter roles are & } & & &

e process roles : .
inherited by the p Function Edit F|Iter V|ew FUR(C:I%()” Function Edit
or personas. Companies

Company companles company

e A



CUSTOM Roles

Add in ADITO Web-Client

The name is the unique key for the role and can

therefore only be assigned once. It is automatically
supplemented by the designation of the type.

The title is the name of the role that is displayed,
for example, when the employee is assigned.

The indication "is assignable" must be activated, in
order to assign this role to a different role as child
role.

‘\ ADITO

CUSTOM_Filter(see)_all_companies
Filter(see)_all_companies

This role can see all companies.

«




How can roles be "passed on"? A ~oiro

Parent / child roles

Conditions:
=  With the Is assignable indicator, a role is made » Theroles are linked with OR. This means that
available to others as a child role and can transfer they are not "inherited" but "stapled".

its authorizations to the parent role. : . ,
P » This means that someone receives "virtually the

= CUSTOM roles can be used in the client as child maximum" of all authorizations that they receive
roles and can be assigned CUSTOM, PROJECT or via the roles.
INTERNAL roles can be assigned.

=  PROJECT roles can be used as child roles in the
Designer and assigned to them.

R A



Parent and subordinate roles A ~roito
Assigning Child Roles in the Web-Client for CUSTOM roles

PreviewView
CUSTOM_Process_Company_Check_Status m &

Process_Company_Check_5Status

CUSTOM_Process_Check_Company_Status

«@© Custom_Process_Check_Company_Status
0 User
+ CUSTOM_Function_Edit_Status
CUSTOM_Function_See_Status =
CUSTOM_Function_Edit_Companies
One or more roles (of the type | "—_ R

CUSTOM_Creates Mailings C U STO M I P ROJ E CT O r
INTERNAL) can be added as
e child role in the PreviewView. CUSTOM_Function_Edit_Status v -

CUSTOM_Function_Edit_Companies

+ CUSTOM_Filter(see)_all_companies v -

CUSTOM_Function_Edit_Status

CUSTOM_Function_Edit_Companies v -

CUSTOM_Function_See_Status

CUSTOM_Function_See_Status v —

2N




Parent and subordinate roles

Overview in the PreviewView

& § X }V‘

CUSTOM_Process_Check_Company_Status .
PerspeCt|Ve ligelsy Persona_Office Staff

Custom_Process_Check_Company_Status

CUser the view of the
"middle" role.
_ }~/
Child Roles §F a p ‘h K
CUSTOM_Function_Edit_Status rocess C ec
CUSTOM_Function_See_Status Compa ny Status
CUSTOM_Function_Edit_Companies |
CUSTOM_Filter(see)_all_companies ‘ ‘ ‘ ‘
Parent Roles R Fu nfj'gl'[on. Fi ter.”vlew Function: Function:
edl a . ;
CUSTOM_CUSTOM_Persona_Office_Staff . . edit status
companies companies view status

B A



Parent and subordinate roles A ~piTo

Grouping of the roles

& If a role group uses the restricted view of
: data records, the restriction can be waived
Persona_Office staff for the Edit and Delete rights, unless other
restriction conditions are required for these

} rights.
‘A

Process ... Example:
The role only views (READ) companies from

| the area assigned to it. This means that the
UPDATE and DELETE rights do not need to be

‘ restricted by the condition, as the role can
& & & &, only edit or delete what it views

Function: Filter: View Function : Function :
add companies Edit Delete
companies in my area companies companies

R A




Context "Roles" A roimo

MainView

2

CUSTOM_Filter(see)_all_companies

Filter(see)_all_companies 1

Entity % Role % View Create Read Update

< Organisation_entity USTOM_Filter(see)_all_compani ® X O X X

Child Roles § -

In the MainView, you have the following functions in the tabs:

) » The tab "Permission overview"
contains an overview to which Entitys this role is authorized to.

= Thetab "Permission details" enables the configuration and the detailed
view of the rights.

Parent Roles -

= The tab "Employees" offers an overview of all users assigned to this
role.

B A




Context "Roles" A roimo

Tab "Permission overview"

= In the columns VIEW and CREATE, the rights to the Entity level are displayed. Therefore, the
display of views of the Entity are controlled, as well as the creation of new data records.

= The columns READ, UPDATE and DELETE concern the data record level. This controls which
data records can be viewed, edited or deleted.

= By looking at the icon, you can check which Permission status has been assigned:
— @ Circle (filled): is always allowed

— O Kreis (empty): is limited allowed, i.e. a filter condition has been added
— X Cross: is never allowed

Permission Overview Permission Details Employees Logs

Entity + Role = View Create Read Update Delete =

«§  Organisation_entity CUSTOM_Filter(see)_all_companies @ X O X *

B A



Context "Roles" A roimo

Tab "Permission overview"

In the MainView Of arole £ < Permission Overview  Permission Details Employees Logs
with child roles,the individual 2
I’O|€S and |tS perm|SS|OnS are CUSTOM_Process_Check_Company_5Status <= Filter
displayed in the tab Process Check_Company._status a
"Permission overview" in the ey ¢ hoke 3 View Create fead Update =
form of a treetable. ‘ : - < orgineation_erity ® X X X X

< Organisation_entity CUSTOM_Function_See_Status ® X X X b4
The sum Of the CSETR;O,I?; nction_See_Status cr < Organisation_entity CUSTOM_Function_Edit_Status ® X X X >
authorizations for the R < R —— CUSTOM_Firer(se)_al_comparies ® X X X X
parental role can therefore .
be viewn in the first line.

Parent Roles -

Child roles of child roles are not shown in the
A overview. This view only shows the direct
connections of roles from the next level.

I A



Context "Roles" A roimo

Tab "Permission Details"

The tab enables the creation/editing and the detailed overview of rights
=  You can assign all rights at once by activating the “Complete Authorizations” checkbox.

=  Oryou can authorize step by step, first at the entity level, then at the data record level (possibly with filter
conditions) and, if necessary, at individual fields or actions.

Permission Overview Permission Details Employees Logs

(=] =

Permission Details: 2

Organisation_entity The authorizations are displayed in the tree structure:
1. root node: The role is authorized at the entity level.

¢ view, create

Record - default

B read, update 2. leaves (or intermediate nodes): The role is authorized at the data record level.
3. leaves (or intermediate nodes): The role is authorized at the individual field or action level.

Further examples for the configuration of rights in the tab "Permission details"
From the perspective of the Context "Permission" can be found on the next pages.

B A



Context "Roles" A roimo

Tab "Employees"

In this tab, all employees, who were assigned this role, are listed.

Permission Overview Permission Details Employees Logs

By using the Action "Add to role", an employee

@ Observe Filter + Addtorole . . . ! e
can be assigned to this role in this specific tab.
Username Active * Firstname Lasthame % To remove an employee of a role, select the employee.
‘ o } | Instead of "Add to role", there is now the Action

=L bleicht Yes Birgit Leicht g um] Delete from roIe" available.
e hstorbeck Yes Heiko Storbeck Distribution / Office staff
@ mmustermann Yes Max Mustermann Management
& slustig Yes Susanne Lustig Distribution / Office staff

B A



Context "Roles" A ~oiro

Preview

& Here you can view:
CUSTOM_Process_Check_Company_Status - Na me Of the r0|e
Custom_Process_Check_Company_Status

= Title of the role

= Number of users, who are assigned to it

cgrae § - = Description (if available)
E = Qverview of subordinate child roles
cusTom : = QOverview of parental roles

>

Parent Roles -







What is permitted/authorized?

Entitys, Fields, Actions are authorized.

A

1. Introduction

ADITO is a comprehensive software framework that enables you to build powerful web-based xRM
solutions, with xRM standing for “any relationship”, not only the relationships to customers (CRM). An
ADITO distribution includes the ADITO Designer, which is the main tool for creating new applications
and modifying existing ones. Furthermore, ADITO comes with a project called xRM, which includes
basic data structures to manage companies, contact persons, activities, sales-related elements (offers
etc.), and many more. Besides, the xRM project also includes some example data, e.g., companies and

contact persons.

The central programming paradigm of ADITO is the so-called "Neon Programming Model", which is
based on the "Entity model”. This concept means a strict separation of how data is

* structured and calculated ("Entities")

® stored ("RecordContainer") and

.
® displayed ("Views", clustered in "Contexts"). E n t I ty

Excerpt from the Customizing Manual

The permission of an Entity controls if a role can view the
Context in the Global Menu and which Data, Fields and
Actions they can view and edit.




Permission A ~roimo

Activate

In the intitial condition of ADITO xRM, no permissions are granted (with the exception of Admin Permissions).

Only when the property "usePermissions" is activated, all permissions are withdrawn and have to be
assigned to the required roles.

This means, everything - Entitys, Fields, Actions - that is not marked with usePermissions in the Designer, is
visible, modifiable and executable for every role.

Please note that

= the activation of the property “usePermissions” is only possible in the ADITO Designer and

* the assignment of role-specific rights (role «—— entity) only takes place in the ADITO web client.

s N



Permission I:/

Persona_Management

Example
1. Create Function and Filter roles and activate the & &
roperty "usePermission" in the Entity Organization. 4
property yore Persona_Fie‘Id staff Persona_Office staff
2. Permission to configure the display of Entitys and the
data records, as well as fields for each role. ,—,
3. Assign each role to a user, to check the permission from
the user view in Client. } }
o /A A
4. In the next step, the function/filter roles can be grouped Process Check Process ...
into process or person roles and assigned to a user. Compan‘y Status
Function: Filter: view Filter: view Function: Function:  Function: Function: Function:
Add all companies Edit delete view field  edit field
companies companies in my area companies companies Status status

B A



Authorizing Entitys A roiro

3 fiter The Context "Permission" provides an overview of all
permissions; 22 Entitys, whose permissions were activated.

Name % Title % Description % =
B Actity_entity actity For every Entity, which is listed here, the Property
& trbutesensitve_ertity Dropdown sensitive attrbutes "usePermission" has been activated. Only after a role
<& AtibutesersitiveRelation_ertity Tablesensive atributes has been authorized, it can view the Context and work
g ostavase enity Database depending on the authorization.

DatabaseDetails_entit Database detail
: Mmgmrwmy The "Administrator" role has been authorized in xRM
FR— for the entities shown in the screenshot (check "Special
& PermissionDetail_entity Permission Detal position of Adminstrator”).
«§  PermissionMetaData_entity Permission
«§ PermissionOverview_entity Permission Overview
B process_entity proces To display more Entitys in this list, the following steps
< Processtrecution entiy are required in the Designer:
4 ProcessHistory_entity Process history
o Processinterval_entity Process interval
2, Role_entity Roles c
B server_entity Server

|
o
L .
”



Authorizing Entitys A roiro

POSS i b i I ity 1 . dev-1ub-c2-adita-cloud [ADITO xRM] tion_entily - Properties
1 ’ Access Vi a ; M_APPI \TION_NEON Contact Management o
SYSTEM_APPLICATION. - - e

usePermiss

2. Search for Context Company

3. Open the connected
Organisation_entitys

4. Open the Properties of the
Entity

5. Activate usePermissions

v

title

grantDe

v Color

v |con

type

Possibility 2:

B VAADIN:BUILDING

Access through complete selection
"context" in area Projects.
(Follow steps 3. -5.)

v Userhelp Notifications

v Entity

POSSibi”ty 3: Organisation_entity

Access through complete selection
"entity" in the area Projects.
(Follow steps 4. und 5.)

56




Authorizing Entitys A roiro

= & o U
5 Filter Condition reset ¥
Join conditions by: m one
Permissions: 23
. . . — New filter condition x -
Name = Title < Description = =
Property ~  Operator v
C: AttributeSensitive_entity Dropdown sensitive attributes
Value
< AttributeSensitiveRelation_entity Table sensitive attributes
£ Database_entity Database + Add filter condition
«§ DatabaseDetails_entity Database detail 7 Open extended filter conditions
C: ManagerUsers_entity Saved filters N
ﬁ Organisation_entity Company former Org Save new filter E
o Peers_entity Peer Last filters R
<: PermissionDetail_entity Permission Detail g
i
l( PermissionMetaData_entity Permission 2
o
< PermissionOverview_entity Permission Overview 5
=4
. 1)
€ Process_entity Process a
< ProcessExecution_entity Process execution
@: ProcessHistory_entity Process history
4 Processinterval_entity Process interval
& Role_entity Roles
E Server_entity Server

l: ServerDrainMode_entity Drain Mode




Authorizing Entitys A roiro

p— — 3
= a = » a + @
ﬁ < Permission Overview Permission Details
Organisation_entity 2 Filter
Company
]
former Org
Role = View Create Read Update = :

Now, no role can view the Link

"Company" in the Global Menu and
cannot edit data records.

No data present

B A



View of the user

Contact Management

Contact, Activity, Task, Contact synchronisation

Collabori

Project, P Links to Context Company is not ticket Attribute
available in the Global Menu.

External

Operation Recommendation, Expense Report, Resource, Operation, Resource planning, Operation Task, Operation Task Template

Knowledge Management

Knowledge category, Knowledge




Authorizing Entitys A roiro

Control the display of the links in the Global Menu: grant VIEW-authorization

ﬁ < Permission Details Role « Filter(see)_all_companies v
Entity * Organisation_entity
Organisation_entity =
Company Fields

Permission Details: 0

’| . Cllck on "Create new” B Entity + Field % Actions % Access type * Has conditic e

| Access type © Entity

Full Permissions

Actions

2. Select role, choose "Entity" for the
Access type and set the "view" right

o The “view” authorization at entity
1 level is required to be able to
assign rights at data record level.

No data present

3. Display of the recorded authorization in the tab "Permission overview"

CUSTOM_Filter(see)_all_companies




View of the user

< Contact Manage

Contact, Company y, Task, Contact synchronisation

Attribute

Link of the Context Company is
available in the Global Menu.

, Resource planning, Operation Task, Operation Task Template

Actions w

Functions such as Create new, Open, Edit, Delete and
Picture Name % Customercode % Language % Status ¢ Clasgificad data records are not active.



Authorizing Entitys A roiro

Create new data records: grant CREATE permission

+ @TA

ﬁ < Permission Overview Permission Details Role = Filter(see)_all_companies
Entity * Organisation_entity
Organisation_entity i) =
Company Field Field v
Permission Details: 1

former Orc

Access tvpe i
Role & Entity + Field + Actions & Access type + Has condi = Access type Sty
i Full Permissions
Edlt SeleCted Entry- I & Filter(see)_all_companies Organisation_entity view Entity No
Actions * view
create

Add the right "create".

Display of recorded permissions in tab "Permission overview"

CUSTOM_Filter(see)_all_companies




View of user

E a4 #B & a4 %

% Filter

Companies: 0

Customercode + Status + Language + Classification + v Phone % Address % =

Functions such as Open, Edit,
Delete and the data records
are no longer active.

Function "Create new" is active.




Authorizing Entitys A roiro

Configurate all rights for an Entity and its data records.

The rights Open (Read), Edit (Update) or delete (Delete) can be assigned for the selected Entity at data record
level.

These rights can, for example, be assigned to a role or individual function/filter roles.
However, the condition is that every one of these roles has the right to VIEW at Entity level.

ﬁ < Permission Details

Organisation_entity =

Company R B
Permission Details: 1

Role # Entity % Field & Actions # Access type Has conditior =

& Filter(see)_all_companies Organisation_entity view, create Entity No

Open exte
g read

update
delete

This role can view all data

records of this entity.




Authorizing data records

Role «

Entity «

Fields

Access type *

Condition

Filter(see)_all_companies v

Organisation_entity

Dataset

Open extende

Actions

read

Update

delete __|

d filter conditions

Role can edit (Update) data records of an Entity

Role can delete data records of an Entity

‘\ ADITO




Authorizing data records A ~oiro

Configurating all rights for an Entity and its data records.

Role = View Create Read Update Delete

& CUSTOM_Function_Edit_Companies . X )4 . )4

& CUSTOM_Function_Delete_companies

The rights READ, UPDATE

and DELETE were split
among three roles.

& CUSTOM_Filter(see)_all_companies

® 00
XX @

X X X
X @ X
® X X

& CUSTOM_Function_Create_companies




View of user

- A — All functions and data records are available.

Q

Picture Name % Customercode ¥+ Status ¥ Language ¥ Classification ¥ Email Phone ¥ Address ¥

Aquire GmbH 3469 Active English info@aquire.de +49 432178990 FriedenstraBe 12 b - DE 93053 Regensburg
Bohrmarkt GmbH 9612 Active German info@bohrmarkt.de +49 9246 552 Innstraie 11 - DE 93059 Regensburg
Bornheimer Maschinenfabrik GmbH 4387 Active German info@bornheimer.de +49 2222 940210 Peter-Fryns-Platz - DE 53332 Bornheim
Bucher Unternehmensgruppe 3698 Active German info@bucher.de +49 40 42580 Julius-Leber-StraRe 32 - DE 22765 Hamburg
Emil Brandsté&tter A 5609 Active German kontakt@brandstaetter.de +49 83125359 Mihlhauserstr. 20 - DE 81379 Miinchen
Ertl GmbH 7824 Active German service@ertl.de +49 335 12875 Belgische StraRe 2 - DE 15234 Frankfurt (Oder)
Fahey, Spencer and Armstrong 1793 Active English greattohearfromyou@fsa.org +44 2032451844 69 New Street - GB B2 4DU Birmingham
Firmengruppe A hias Bogen 4567 Active German info@matthiasbogen.de +49 421 98650 PfeilstraRe 7 - DE 28217 Bremen

1018 Active German info@fischer.tr +49 6472 35000 Brenneckestrale 100 - DE 39116 Magdeburg

Glob Group 1212 Active English contact@globgroup.com +44 201432 3000  32-40 Blackfriars Road - GB SE18NW London




Authorizing data records A roro

Authorize only certain data records

If roles should access only certain data records, a Condition can
be defined for the rights Read, Update or Delete.

The Condition is defined by a filter, which is available for this Entity.

Extended filter condition

n one Add filter condition ~ Add group

Supervisor assignment equal "Yes®

Supervisor assignment

equal With this filter condition, the user with this
Yes role can only access those companies,
which are defined in this defined territory.




Authorizing data records A ~oiro

Authorize only certain data records

ﬁ < Permission Overview Permission Details
Organisation_entity 25 Filter
Company a
former Org
roe s B Permissions, for which a condition has been
» Q  CUSTOM_Process_Check_Company_status () added, are shown with a white circle.
& CUSTOM_Filter(see)_all_companies .
2, cusTOM_Filter(areas)_See_Companies [ ] 4 O 4 4




Condition A roiro

Display of filter properties

To be able to access the filter for recording oo |

PPLICATION_NEON ntainerkeywords

the condition, without the administrator 2 sty

having rights to the entity, the property :

"filterTreelgnorePermission" must be g

activated for the field "Condition" in the Entity Sar—

= Permissions

"PermissionDetail". 2 cormonmassine

& KeywordConditionType
& MetaData

[=] PermissionDetail_entity

If this checkbox is ticked, the permission
(VIEW permission on the respective entity) is Poveies .
ignored when the filter tree component is N e

R_AGGREGATES - #PROVIDER_AGGH

opened. e e g pi

WithoutPermission [l & PermissionDetails

& PermissionOvervi

v Search
DISP ALUE
Notifications Output

This setting is deactivated
by default.

=

CON N
CONDITION (entityField)

70




View of user

All functions and data records, which
fulfill the filter, are available.




Authorizing fields

Proje

Possibility 1:

1. Access through the
SYSTEM_APPLICATION.

Search the Context Company

Open the associated
Organisation_entitys

4. Open properties of this field

Activate usePermissions

Possibility 2:

Access through complete selection o L

"context" in Projects.

(Follow steps 3. - 5.) N
entity

Possibility 3: =

Access through complete selection
"entity" in Projects.
(Follow steps 4. und 5.)

72

ud [ADITO xRM]

APPLICATION_NEON

Organisation_entity

Contact Management

[Contactmanagement] -

3 Planning

Notifications

o
o
o
o
o
o
o
[}
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
a
o
o
o
o
o
o

‘\ ADITO

STATUS - Properties

Required field

A



Authorizing fields

‘\ ADITO

Function_See_Status hd

Organisation_entity

Status I

Show fields
ﬁ < Permission Overview Permission Details
Organisation_entity Fields, for Which the Property "usePermission"
Compan has been activated, are shown here.
pany
former Org

As soon as a field has been selected, the
Accsess type changes to "Field".

For fields, conditions can also be defined. <
> For fields, the rights "View" and "Update" <
can be assigned. 3

|
w
L .
”

Access type »

Condition

Actions *

New offer

Field
Open extended filter conditi...

B8 view

update



Authorizing fields A roiro

= a ®B 2 a

< Permission Overview Permission Details

Organisation_entity The rights on field level are only

displayed in the tab "permission details".

Company

former Org
CUSTOM_Filter(see)_all_companies

' & view

CUSTOM_Function_Delete_companies
e &’ view

Record - default
% delete

z CUSTOM_Function_Edit_Companies
T & iew

Record - default
% update

I A



View of the user with the role "Function_View_Company_Status"

Buchner

Bucher Unternehmensgruppe

Kundennummer # Sprache * Klassifizierung # E-Mail * Telefon * Adresse 5 =
3698 Deutsch BC info@bucher.de +49 40 42580 Julius-Leber-StraRe 32 - DE 22765 Hamburg
4567 Deutsch DC info@matthiasbogende +49 42198650 Pfeilstrafe 7 - DE 28217 Bremen
1234 Deutsch BB info@industrial-steel.de +49 40 63520 Rathausmarkt 1- DE 20095 Hamburg
77 Deutsch Kran@kollegen.de +49 40 3560232 Alter Wall 12 - DE 20457 Hamburg
1 GmbH 1236 Deutsch info@skyscraper-baude +49 711 87 Rathausallee 50 - DE 22846 Norderstedt Kommunikation
Tools GmbH 2890 Deutsch info@techtools.com +49 4316799234 Elisabethstraie 42 - DE 24143 Kiel Adressen

Umsatz

The field "Status" is et emetonen
displayed, but cannot
be edited.

Deutsch
Aktiv

Interessent

Relevante Dokumente




Authorizing Actions

Project:

Possibility 1: st xun

1. Access through the
SYSTEM_APPLICATION.

2. Search the Context Company

\TION_NEON

3. Open the associated
Organisation_entitys

4. Offnen der Properties der
Aktion

5. Aktivieren von usePermissions [EEEEEEES

v

title

Possibility 2:
B VAADINBUILDING

Access through the complete selection

"context" in Projects.

(Follow steps 3.-5.)

POSSibiIity 3: Organisation_entity
Access through the complete selection

"entitys" in Projects
(Follow steps 4. und 5.)

newOffer - Navigator

Contact Management
[Contactmanagement]

v

v

‘\ ADITO

er - Properties




Authorizing Actions A ~oiro

VIEW permission

ﬁ < Permission Qverview Permission Details Role » Function_Create_Offer v
Actions, for which the Property "usePermission" ity » Organisation_entity
Organisation_entity has been activated are shown here. _—
C:r:nvp:ahf ) : = — New offer
ormer Org As soon as an Action has been selected, the
Access type ¢ Field

access type changes to "Field".

Open extended filter conditi...

> For Actions, conditions can also be defined. _
\uew

For Actions, the right "view" can be granted.
& crat T T i

CUSTOM_Function_See_Status

M & view <

Field 'STATUS' - default

o - R
ViEwW

R A



Authorizing Actions A ~oiro

ﬁ < Permission Overview Permission Details

Qrganisation_entity

Company The rights on the field level are only
former Org visible in the tab "Permission details".

Permission Details: 8

. CUSTOM_Filter(areas)_See_Companies
& view, create

>
CUSTOM_Function_Create_Offer
N
view
Field 'newOffer - default
view

CUSTOM_Function_See_Status

' &’ view <

B A



View of user

=]

Buchner
Companies: 6

Bucher Unternehmensgruppe
Picture Name Customercode + Language % Status & Classification # Email + Phone * Address %

rehmensgru 3698 German Active BC info@bucherde +49 40 42580 Julius-Leber-Strafe 32 - DE 22765 Hamburg
German Active Info@berger.de +43 1680 HauptstraBe 39 - DE 10827 Berlin Observe dataset

German \ info@industrial-steel.de +49 40 63520 t [=wahiz

Kran und Ko n German \ Kran@kollegen.de +49 40 3560232 The ACtlon "NEW Offer"
. can be carried out.

English A info@seventde +49 30 65780

=

New opportunity

oxa
m

New task

Write email

i D

New letter

i3

Addresses New appointment

i

New Operation Recommendation

%3

New operation

®

Add to bulk mail
Turnover

A

Add 1o serial letter

<

Create operation task

=
=

Add to Campaign
Further information Open Location
Radius Search

Customer Base Sheet

Yy w @ =

Start workflow




Button "Serial actions" A ~piTo

If the Property "usePermission" is active on all Actions, which are subordinate to a Serial action and
a user is not assigned a role that authorizes one of the actions, the button "Serial Actions" is
hidden.

Q, Filter content.. T

Picture Name = Customercode = Language = Status = Classification = Email = Phone = Address =

.E.. Bucher Unternehmensgruppe 3698 German Active BC info@bucher.de +49 40 42580 Julius-Leber-Straf
HB Hochbau Berger 8364 German Active Info@berger.de +49 16800536 Hauptstrale 39 - C
@ Industrial Steel AG 1234 German Active BA info@industrial-steal.de +49 40 63520 Rathausmarkt 1-C
Ku Kran und Kollegen KG 7727 German Active Kran@kollegen.de +49 40 3560232 Alter Wall12 - DE Z
@ Seven German Active Landsberger Allee
e Sevent SE 7878 English Active ccC info@sevent.de +49 30 65780 Invalidenstraie 43
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"Permission"




From the Entity’s perspective: "Which roles am | entitled to?"

Context
"Permission"

"Permission"




From the role’s perspective: "Which Entitys am | entitled to?"

Context
"Role"

"Permission"




Context
llRoleH

CUSTOM_Filter(all)_See_Companies

Permission O

Permission Overview

Context
"Permission"




Delete roles A roimo

§ <
2
CUSTOM_ Process. Check_Company. Status You can delepe CUSTOM roIe; |n.the clientif
they are not linked to authorizations or are not
Process_Check_Company_5tatus . . .
used in hierarchies (role groups).
" : Procedure for deleting a role:
X delete linked permissions and hierarchies 1. Execute Action "delete linked permissions
> H H n
Child Roles . and hierarchies
CUSTOM_Function_See_Status . . . .
o Foion e e 2. Selectrole in FilterView or open the preview
CUSTOM_Fi t:;_'|';:5:;_'|§::_3 _EC""'I|:'E|"IiE'5 and execute Action ”Delete"
Parent Roles a

B A



Deactivating permissions \ ADiITO

Projects PREFEREN C Navigator
v K :m
B Client 2

1d [ADITO XRM] —




‘\ ADITO

This document is subject to copyright protection. Therefore all contents may only be
used, saved or duplicated for designated purposes such as for ADITO workshops or
ADITO projects. It is mandatory to consult ADITO first before changing, publishing or
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